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http://www.thebci.org/
https://robust.riscauthority.co.uk/


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 





 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

o 

o 

o 

 

 

 

 

 



 

 

 





 

 

 

 



IDENTIFYING BUSINESS STREAMS AND CONFIGURING ACTIVITIES  

 

 

 

ROBUST is required to mimic the company structure and as such 
BIA Stage 1 assumes that the recipient BUSINESS AREA 
MANAGERS may be responsible for a number of BUSINESS 
STREAMS which will each have a suite of associated ACTIVITIES. 
 
It would be normal for each BUSINESS STREAM to address 
ACTIVITIES in categories such as: 
 

 Management 
 

 Administration 
 

 Marketing 
 

 Business Development 
 

 Finance 
 

 Quality Control 
 

 Customer Care 
 

 Core Business Conduct 
 

 etc. 
 
For example Financial ACTIVITES might include: 
 

 Payment of suppliers 

 Invoicing of customers 

 Payment of Staff 

 Production of End of Month Accounts 

 







BUSINESS IMPACT ANALYSIS QUESTIONNAIRE 
 

STAGE 2: RESOURCE RECOVERY OPTIONS 

Business Impact Analysis (BIA) is one of the primary stages in the development of a Business Continuity Plan designed to ensure the prioritised and timely 
recovery of vital Processes in the event of denial of use or access to facilities. This is the 2

nd
 Stage of a three part process to populate the RISCAuthority’s 

Business Continuity Software Tool (ROBUST) with all necessary information to produce the Business Continuity Plan (BCP) and Incident Management Plan 
(IMP). 

This stage requires RESOURCE CATEGORY OWNERS 
(Tactical) to populate each Resource with: 

 Short term work-around options (STWA) 

 Full recovery options (REC) 

 Supporting information to aid the recovery process 

o Internal contacts: Company staff who may 
support the recovery of this resource 

o External contacts & websites i.e.: 

 Technical Support Companies 

 Outsourcing organisations 

 Supply & leasing companies 

 Local business property leasing agents 
etc. 

 Hosting organisations 

o Documentation (reference documentation 
(internal) will need to be supplied to the BCM in 
pdf format) 

 Company documentation: i.e. Company 
handbook, Equipment manuals, Supplier 
Contracts, Customer Contracts, SLA’s 
etc 

 RISCAuthority supplied documentation (a 
list of RISCAuthority guides is available 
from the BCM): i.e. Risk Control 
documents, Recovery Documents etc. 

 

The ACTIVITIES underpinned by each RESOURCE are 
shown in the ‘Associated Activities’ cell. 

EXAMPLE WORKAROUND & RECOVERY OPTIONS FOR RESOURCE CATEGORIES 

 STWA REC 

COMMODITY: 
Deplete stock / Outsource business / Alternatively 
source / 3

rd
 party purchase 

Restock 

COMMUNICATION 
SERVICES: 

Divert to mobile phones / Home phones or computers 
/ Deploy virtual office service provider / Deploy 
service level agreements 

Repair / Replace 

EQUIPMENT: 
Hire / Change process / Reallocate priorities / 
Renegotiate service level agreements / Deploy 
backup 

Repair / Replace / Outsource 
process 

IT EQUIPMENT: 
Deploy backup hardware / Externally host / Forward 
data traffic to working location / Use Webmail 

Repair / Replace equipment and 
recover data from Backups 

PERSONNEL: 
Temporary reallocation of current workforce / Sub-
contract 

Deploy succession plan / Retrain / 
Promote / Employ replacement 

PREMISES: 
Work from home / Deploy alternative site / Temporary 
share with neighbour / Temporary outsource of 
business / Switch production 

Recover site / Move to new premises 
/ Re-allocate business 

SUPPLY CHAIN: 
Alternative sourcing through pre-agreed 
arrangements / Deploy emergency stock / Use 
Supply Chain’s BCP 

Query Supply Chain’s BCP / Seek 
alternative provider 

SOFTWARE & DATA: 
Deploy data services locally with most recent backup 
/ Work from backups /  Keep paper trail for later 
updating / Deploy alternative recording systems 

Restore data & software from most 
recent backup and update with 
missing data from paper trail  

TECHNICAL SUPPORT: Use alternative provider / Engage consultant Renew Technical Support 

TRANSPORT Hire / Outsource delivery / Post Repair / Replace 
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BUSINESS IMPACT ANALYSIS QUESTIONNAIRE 

STAGE 3: ACTIVITY RECOVERY OPTIONS 
 
Business Impact Analysis (BIA) is one of the primary stages in the development of a Business Continuity Plan designed to ensure the prioritised and timely recovery 
of vital Activities in the event of denial of use or access to facilities. This is the 3

rd
 Stage of a three part process to populate the RISCAuthority’s Business Continuity 

Software Tool (Robust) with all necessary information to produce the Business Continuity Plan (BCP) and Incident Management Plan (IMP). 
 

This stage requires ACTIVITY OWNERS to identify and describe: 
 

 Generic Activity recovery procedures 

 Supporting information to aid the recovery process 

o Internal contacts: Company staff who may support the recovery of this 
Activity 

o External contacts & websites i.e.: 

 Technical Support Companies 

 Outsourcing organisations 

 Supply & leasing companies 

 Local business property leasing agents etc. 

 Hosting organisations 

o Documentation (reference documentation (internal) will need to be 
supplied to the BCM in pdf format) 

 Company documentation: i.e. Company handbook, Equipment 
manuals, Supplier Contracts, Customer Contracts, SLA’s etc 

 RISCAuthority supplied documentation (a list of RISCAuthority 
guides is available from the BCM): i.e. Risk Control documents, 
Recovery Documents etc. 

 

Once this information has been submitted ROBUST shall generate the BCP 
which shall be delivered to the HIGH LEVEL WORKING GROUP for moderation 
prior to publication. 
 
The Resources underpinning each Activity are shown in the ‘Associated 
Resources’ cell. 

EXAMPLE ‘GENERIC’ RECOVERY OPTIONS FOR ACTIVITIES 

The provision of a ‘generic’ recovery option enables solutions to be provided that 
are not linked to the recovery of the RESOURCE(S) that are damaged. This is 
particularly important where the RESOURCE Short-Term Workaround and 
Recovery options described in BIA-2 cannot be made in a sufficiently timely 
manner to achieve the Business Continuity objectives. 
 
‘Generic’ Recovery options are often of a more strategic nature and might 
include: 
 

 Outsource affected ACTIVITY to a 3
rd

 Party Supplier or competitor through 
pre-agreed and possibly reciprocal arrangements 

 

 Change the means by which the ACTIVITY is undertaken such that the 
Broken RESOURCES are no longer part of the ACTIVITY 

 

 Re-locate ACTIVITY to an alternative existing site 
 

 Provide alternative product / service to customer that is satisfactory to their 
needs for the duration of the recovery period 

 

 Re-negotiate service level agreements and contracts to reduce 
consequences and preserve customer relationship / provide compensation 

 
 
If there is no ‘generic’ alternative recovery method required than is already stated 
for each associated RESOURCE then under ‘Generic Recovery Strategy for 
ACTIVITY’ please input “Recover in accordance with Resource recovery 
options”. 
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https://robust.riscauthority.co.uk/


(1) Populate BCP

Enter company details, conduct Business Impact Analysis (BIA) and 

Maintain Business Continuity Plan (BCP)

(2) Issue Business Continuity Plan (BCP)

Create BCP in MS Word format

(3) Run Incident Management Plan (IMP)

Create IMP to facilitate recovery process

(4) Reports

Issue reports on BCP contents and health

Alert Panel for Activities that are out of their review date

Animated HELP (?)

Front Panel Indicators for:

% Completion

% In date

% Moderated

% Activities rehearsed

% Resources rehearsed

Front Panel

(1) Company information

Populate BCP with all relevant company details

(2) Staff and role assignment

Populate BCP with all relevant staff details

(3) Battle box manager

Specify the contents of the Battle box

(4) Business Impact Analysis (BIA)

A 3 stage process for the population of the BCP

(5) Moderate BCP

Confirm priority assignments to Activities

(6) Review, Rehearsal & Maintenance of BCP 

Authenticate recovery actions, confirm periodic review of data and 

performance general maintenance

(7) Information management

Manage external contacts

(8) Business Stream Manager

Create and edit business streams within business areas

(1) Populate BCP

(1) BIA Stage 1

Identify key activities and their dependant 

Resources

(2) BIA Stage 2

Resource recovery options

(3) BIA Stage 3

Activity ‘generic’ recovery options

(4) Business IMPACT Analysis (BIA)

(1) Issue BIA Stage 1 forms

Forms are created in MS Word format for completion by Business Area Managers

(2) Input BIA Stage 1 data

Populate ROBUST with the contents of the returned BIA-1 forms

(1) BIA Stage 1

(1) Issue BIA Stage 2 forms

Forms are created in MS Word format for completion by the Tactical Resource 

Category Owners

(2) Input BIA Stage 2 data

Populate ROBUST with the contents of the returned BIA-2 forms

(2) BIA Stage 2

(1) Issue BIA Stage 3 forms

Forms are created in MS Word format for completion by the Activity Owners

(2) Input BIA Stage 3 data

Populate ROBUST with the contents of the returned BIA-3 forms

(3) BIA Stage 3

(1) Issue Moderation form

Forms are created in MS Word format for completion by the High Level Working Group under the guidance of the Resilience Director

(2) BCP Moderation

Authenticate Moderation and make appropriate changes to Activity priority assignments

(5) Moderate BCP

(1) Access Activity editor

Authenticate Review and Rehearsal of Activity data and perform maintenance

(2) Access Resource editor

Authenticate Rehearsal of Resource recovery options and perform maintenance

(6) Review, Rehearsal, and Maintenance of BCP

(1)  View Activities arranged in order of importance

Calculated from the Priority assignments, mandation, and cycle.

(2) View Resources arranged in order of importance

Calculated from number and priority of the Activities the 

Resource is associated with

(3) Issue expired Activity list

Activities that have exceeded their expiry date that now require 

Review by the Activity Owner

(4) Issue list of un-moderated Activities

Activities that have not undergone Moderation by the High Level 

Working Group

(5) Issue list of un-rehearsed Activities

Activities for which the ‘generic’ recovery option remain untested

(6) Issue list of un-rehearsed Resources

Resources for which the ‘short term workaround’ and / or 

‘recovery’ options remain untested

(7) Issue Battle box inventory

Location and contents of the Battle box

(4) Reports

 Company contact details

 Meeting location (x3)

 Battlebox location

(1) Company Information

 Staff contact details & role assignment

 Add Department

 Add Business Area

 Add Resource Categories

 Add Site

(2) Staff and role assignment

 BattleBox contents

 BattleBox Information

(3) BattleBox Manager

 Edit external contact details

(7) Information Management

 Edit business stream details

(8) Business Stream Manager

Filtered on:

 Company

 Site

 Department

 Business Area

 Business Stream

(2) Issue Business Continuity Plan (BCP)

 IMP builder

(3) Run Incident Management Plan (IMP)

 Edit all Activity details

(1) Activity Editor

 Edit all Resource details

(2) Resource Editor


